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1. Sobre o teste

Realizada a homologacao do captive portal externo com Wifeed utilizando WC 3000 da linha
Intelbras FUTURE.

O teste teve como objetivo mapear todos os passos necessarios para o funcionamento
do captive portal externo junto com o roaming na controller WC 3020.

2. Versao Firmware utilizada
Versao de firmware e de AP utilizado nos testes:

<INTELBRAS>display version

INTELBRAS 0S Software, Version 7.1.064, ESS 5804P57

Copyright (c) 2023 Intelbras S.A. All rights reserved.
INTELBRAS WC 3020 uptime is 0 weeks, 1 day, 6 hours, 20 minutes
Last reboot reason : Power on

Boot image: flash:/boot.bin

Boot image version: 7.1.064, ESS 5804P57
Compiled Apr 16 2024 16:00:00

System image: flash:/system.bin

System image version: 7.1.064, ESS 5804P57
Compiled Apr 16 2024 16:00:00

with 1 2200MHz Multi-core Processor
4096M bytes DDR4
7456M bytes EMMC Memory

Hardware Version is Ver.A

CPLD Version is 002

Basic Bootrom Version is 1.09

Extend Bootrom Version is 1.09

[Subslot O]WC 3020 Hardware Version is Ver.A

<INTELBRAS>

3. Topologia utilizada
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4. Configuraciao Passo a Passo

Segue o passo a passo para realizar a configuracio do captive portal no AP da linha FUTURE.

4.1. Passo a Passo - CLI

4.1.1. Configuracio completa CLI

Segue a configuracao completa aplicada na WC 3020 via CLI com os 2 APs provisionados.

#
version 7.1.064, ESS 5804P57
#
sysname INTELBRAS
#
clock timezone Brazil minus 03:00:00
#

wlan global-configuration
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firmware-upgrade disable

calibrate-channel self-decisive enable all

calibrate-power self-decisive enable all
#

dotlx authentication-method eap

dotlx retry 10

dotlx timer supp-timeout 2

dotlx timer tx-period 2

#
dhcp enable
#
1ldp global enable
#
password-recovery enable
#
vlan 1
#
vlian 4094
#

dhcp server ip-pool 1
gateway-list 192.168.0.100
network 192.168.0.0 mask 255.255.255.0
#
dhcp server ip-pool 4094
gateway-list 172.16.0.1
network 172.16.0.0 mask 255.255.0.0
dns-list 1.1.1.1 8.8.8.8
#
wlan service-template 1
ssid Intelbras-AP
service-template enable
#
wlan service-template 5
ssid . Intelbras Wifeed-Rodrigooooooo
portal enable method direct
portal domain d wifeed
portal apply web-server w wifeed
portal fail-permit web-server
portal temp-pass enable
service-template enable
#
interface NULLO
#
interface Vlan-interfacel
ip address dhcp-alloc
dhcp client identifier mac Vlan-interfacel
#
interface Vlan-interface4094
ip address 172.16.0.1 255.255.0.0
dhcp client identifier mac Vlan-interface4094
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
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interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface GigabitEthernetl/0/4
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface GigabitEthernetl/0/5
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface GigabitEthernetl/0/6
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface GigabitEthernetl/0/7
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface GigabitEthernetl/0/8
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
#
interface Ten-GigabitEthernetl/0/9
port link-mode bridge
#
interface Ten-GigabitEthernetl/0/10
port link-mode bridge
#
interface Smartrate-Ethernetl/0/11
port link-mode bridge
#
interface Smartrate-Ethernetl/0/12
port link-mode route
ip address dhcp-alloc
nat outbound
undo dhcp select server
#
scheduler logfile size 16
#
line class console
user-role network-admin
#
line class vty
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user-role network-operator

#
line con O

user-role network-admin
#

line vty 0 31
authentication-mode scheme
user-role network-operator
#
undo info-center logfile enable
info-center source STAMGR console deny
info-center source STAMGR logbuffer deny
#
snmp-agent
snmp-agent local-engineid 8000661A807C7A3C350BB000000AO1
snmp-agent community intelbrasl23 user-role network-admin
snmp-agent sys-info version v2c v3
snmp-agent target-host trap address udp-domain 10.100.26.141 params
securityname intelbrasl23 v2c
#
ssh server enable
#
password-control enable
undo password-control aging enable
undo password-control history enable
password-control length 8
password-control composition type-number 4 type-length 1
password-control update-interval 0
password-control login idle-time 0
password-control complexity same-character check
#
radius scheme r wifeed
primary authentication 52.67.22.243 7564
primary accounting 52.67.22.243 4657
key authentication cipher $c$3$MS+NzZ3PhmKzUCVXfqv7phrHQc/Mz/
I2CkeyMBWxIh5rcwkTzmbh6g==
key accounting cipher
$¢c$3$4vdeCQTpfNuVI7PxzMeI33NK2k65hhzN2NaGk2aSiXXSHK+ZFNcvjg==
user-name-format without-domain
#
domain d wifeed
authentication portal radius-scheme r wifeed
authorization portal radius-scheme r wifeed
accounting portal radius-scheme r wifeed

#
domain system
#
domain default enable system
#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2
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description Predefined level-2 role
#
role name level-3
description Predefined level-3 role
#
role name level-4
description Predefined level-4 role
#
role name level-5
description Predefined level-5 role
#
role name level-6
description Predefined level-6 role
#
role name level-7
description Predefined level-7 role
#
role name level-8
description Predefined level-8 role
#
role name level-9
description Predefined level-9 role
#
role name level-10
description Predefined level-10 role
#
role name level-11
description Predefined level-11 role
#
role name level-12
description Predefined level-12 role
#
role name level-13
description Predefined level-13 role
#
role name level-14
description Predefined level-14 role
#
user-group system
#
local-user admin class manage
service-type ssh http https
authorization-attribute user-role network-admin
#
portal free-rule 0 destination ip 10.100.65.0 255.255.255.0
portal free-rule 1 destination ip any udp 53
portal free-rule 2 destination ip any tcp 53
portal free-rule 20091 destination ip 10.100.65.189 255.255.255.255
#
portal web-server w wifeed
url https://bigbox.wifeed.com.br/api/redirect/hs-intbrafuture
server-detect log
server-type http-auth
url-parameter ap ip bas-ip
url-parameter ap mac ap-mac format section 6 lowercase
url-parameter ip source-address
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url-parameter mac source-mac format section 6 lowercase
url-parameter original-url original-url
url-parameter ssid ssid

#
portal local-web-server http

login success-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture

login failed-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture
#
portal local-web-server https

login success-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture

login failed-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture
#

netconf soap http enable

netconf ssh server enable
#

ip http enable

ip https enable

#
wlan tcp mss 1360
#
wlan ap-group default-group
vlian 1
radio 2.4g
radio 5g
#
wlan virtual-ap-group default-virtualapgroup
#

wlan ap 1 model AP3620
serial-id 210150A2NV823CE00031
vlan 1
ap-mode fit
radio 1
radio enable
service-template 5
radio 2
radio enable
service-template 5
gigabitethernet 1
#
wlan ap 2 model AP5626
serial-id 219801A614823CPOOO3V
vlian 1
ap-mode fit
radio 1
max-power 1
radio enable
service-template 5
radio 2
max-power 1
radio enable
service-template 5
gigabitethernet 1
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282 smartrate-ethernet 1

283 #

284 cloud-management server domain inccloud.intelbras.com.br
285 #

286 return

4.2. Passo a Passo - WEB

4.2.1. Configuracio do RADIUS
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4.2.3. Portal Web Server
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8 url-parameter mac source-mac format section 6 lowercase

9 url-parameter original-url original-url

16 url-parameter ssid ssid

4.2.4. Service template
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4.2.5. Portal Local Web Server HTTP e https

Estes comandos precisam ser via CLI

1 portal local-web-server http

login success-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture
3 login failed-url https://bigbox.wifeed.com.br/api/redirect/hs-intbrafuture
4 #
5 portal local-web-server https

login success-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture
7 login failed-url https://bigbox.wifeed.com.br/api/redirect/hs-intbrafuture

4.2.6. Portal Free rule
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4.3. Passo a Passo - INCCloud

4.3.1. Configuracio do RADIUS e Domain

Figura 25: Image Created by The Author
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4.3.2. Portal Web Server

Figura 28: Image Created by The Author
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Figura 29: Image Created by The Author

Existem mais parametros a serem configurados via CLI. Verifique os proximos passos.

1 portal web-server w wifeed

2 url https://bigbox.wifeed.com.br/api/redirect/hs-intbrafuture
3 server-detect log

4 server-type http-auth

5 url-parameter ap _ip bas-ip

6 url-parameter ap mac ap-mac format section 6 lowercase

7 url-parameter ip source-address

8 url-parameter mac source-mac format section 6 lowercase

9 url-parameter original-url original-url

10 url-parameter ssid ssid

4.3.3. Portal Free rule
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4.3.4. Service template
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4.3.5. AC Template

Siga via CLI na WC 3000 e cole as configuracdes a seguir.

1 system-view

2 #

3 portal local-web-server http

, login success-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture

. login failed-url https://bigbox.wifeed.com.br/api/redirect/hs-
intbrafuture

6 #

7 portal local-web-server https
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login success-url https://bigbox.wifeed.com.br/api/redirect/hs-

intbrafuture

login
intbrafuture
#

failed-url https://bigbox.wifeed.com.br/api/redirect/hs-

portal web-server w wifeed
url https://bigbox.wifeed.com.br/api/redirect/hs-intbrafuture

server-detect

log

server-type http-auth

url-parameter
url-parameter
url-parameter
url-parameter
url-parameter
url-parameter

ap_ip bas-ip

ap_mac ap-mac format section 6 lowercase
ip source-address

mac source-mac format section 6 lowercase
original-url original-url

ssid ssid
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