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Intelbras Coordinated Vulnerability Disclosure  
 
 

Security Vulnerability in Action RF 1200 and Action RG 1200 Routers – 12/03/24 
 

   ID: INTVUL_REDES-001 

 
                       

Summary: Intelbras Action RF 1200 and Action RG 1200 routers have an authentication flaw that results in login bypass. 

Description of vulnerability: In Intelbras Action RF 1200 routers, version 1.2.2 and earlier, and Action RG 1200 routers, 

version 2.1.7 and earlier, during the authentication process, it is possible to intercept the hash of a successful authentication 

and resend it, achieving successful authentication. 

CVE ID: CVE-2024-22773 

Risk of the Vulnerability:  8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H 

Affected Product Affected Version Fix Version 

Action RF 1200 1.2.2 and earlier 1.2.3 

Action RG 1200 2.1.7 and earlier 2.1.8 

 

Solution: customers should download the firmware version for the RF 1200 via this link and for the RG 1200 via this link or 

from the product's update interface. 
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