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VIP 3430 B G2 and VIP 3430 D G2 IP Cameras 
Congratulations, you have just purchased a product with Intelbras quality and safety.

Intelbras IP cameras are security cameras with 2 megapixel resolution and high definition 
images for IP video monitoring and surveillance systems. They can be used with Intelbras 
CCTV systems, for a safe, stable and integrated monitoring system. Their installation and 
management can be done through the web interface quickly and easily.



Care and Safety
 » Electrical safety: installation and operations must be in compliance with local electrical safety codes. We are not 

responsible for fire or electrical shock caused by improper handling or installation.
 » Transport safety: care must be taken to avoid damage caused by weight, violent vibrations, or splashing water during 

shipping, storage, and installation. We are not responsible for any damage or problems arising from the use of integrated 
packaging during transport.

 » Installation: do not touch the camera lens in order not to affect the video quality.
 » Need for qualified technicians: the entire installation process must be conducted by qualified technicians. We are not 

responsible for any problems arising from unauthorized modifications or repair attempts.
 » Environment: the camera must be installed in a location protected from exposure to flammable, explosive or corrosive 

substances.
 » Camera Care: do not install the camera on unstable places. The camera may fall, possibly causing serious injury to a 

child or adult. Use it only with the bracket recommended by the manufacturer. Do not aim the camera at the sun as this 
may damage the CMOS. Do not install the camera in locations where the temperature exceeds the levels allowed in the 
technical specifications. Avoid exposing the camera to strong magnetic fields and electrical signals.

 » Accessories care: always use the accessories recommended by the manufacturer. Before installation, open the 
packaging and check that all components are included. Contact your local reseller immediately if you cannot find a 
component in the package.

 » Save the packaging for future use: carefully save the Intelbras VIP camera packaging in case it needs to be sent to 
your local reseller or to the manufacturer for maintenance services. Packaging other than the original may cause damage 
to the device during transport.

 » LGPD - General Personal Data Protection Law: this product has the option of encrypting data in transit and cannot 
encrypt it while idle. Intelbras does not access, transfer, capture, or perform any other type of personal data processing 
with this product, with the exception of data required to operate the services. For more information, see the chapter on 
equipment security methods. 
The use of this Product allows you to collect personal data from third parties, such as facial image, biometrics, vehicle 
identifier, email, phone. Therefore, in order to process such data you must comply with local legislation ensuring the 
protection of the rights of the personal data subjects by implementing measures including, but not limited to: informing, 
in a clear and visible way, the personal data subject about the existence of the surveillance area and providing contact 
information for any questions and rights guarantees. 

Attention: 

 » Use a dry cloth to clean the dome and/or the transparent camera lens protector. If any dirt is difficult to remove, use a 
mild (neutral) detergent and wipe gently. Do not clean the dome and/or transparent lens protector with any other type 
of product (e.g. alcohol), as this may stain the equipment, impairing image viewing;

 » To ensure the recording of images, it is recommended to use the regular recording mode and not the motion detection mode;
 » Avoid installing the camera in environments with frequent movement, for example, bushes and foliage, since they could 

block the images of interest and could also consume storage (processing) unnecessarily;
 » For use in critical scenarios, such as high security or law enforcement situations, use the regular recording mode. Do not 

use motion detection recording for critical scenarios.
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1. Products

1.1.  VIP 3430 B G2 and VIP 3430 D G2
Connections
The following figure illustrates the camera’s multi-function cable.
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VIP 3430 B G2 and VIP 3430 D G2 multifunction cable

Model Function Connector Description
1 Power Supply P4 12 V Direct Current power input
2 Network and PoE RJ45 Ethernet network input, PoE power (802.3af)1

2

1

2
1. Red
2. Black

1
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7. Purple
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1. Blue
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5. Black
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11. Yellow
12. NC

1

12

VIP 3430 B G2 and VIP 3430 D G2 multifunction cable

Attention: in the event of cable breakage, the above color guide can be used for the maintenance of the connectors.  It 
is recommended that this procedure be done by an authorized technical service.

1.2.  Physical features of the camera
 » Use the following images as a reference for the dimensions of the camera. Units are in millimeters (mm).

166,2 (6,54)
68,7 (2,7)

93,7 (3,69)

82,2 (3,24)

Ø 70 (Ø 2,76)

Ø 56 (Ø 2,20)

3 - Ø 4,5 (Ø 0,18)

VIP 3430 B G2
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99
,1 

[3,
9”

]

83,3 (3,28) 4 - 4,5 × 5,5

Ø 84 (Ø 3,31)

Ø 109,9 (Ø 4,33)

VIP 3430 D G2

Attach the camera using the screws and plugs that come with the product. The following illustration shows the details:

Detailed view VIP 3430 B G2

Detailed view VIP 3430 D G2

On the bottom of the camera there is a cover that can be opened, where the camera reset button is located (in case of loss 
of password, the user can perform a factory reset by pressing and holding this button for more than 10 seconds) and the 
micro-SD card slot (not included). The camera supports cards of up to 256 Gb.
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Bottom Cover VIP 3430 B G2

Reset Button

SD

Bottom Cover VIP 3430 D G2

Reset Button

1.3.  Installation requirements for intelligent video analytics
The VIP 3430 G2 camera has video analytics features that provide a more complete and reliable monitoring system. Please 
observe the following details during installation to use video analytics:

 » In bright environments it is recommended to use WDR or another compensation feature to balance the lighting, in dark 
environments auxiliary lighting should be used.

 » Install the camera firmly to avoid shaking.
 » Avoid placing the camera in locations with mirrors, water or other reflective surfaces.
 » Avoid installing the camera in places that are obstructed by bushes, foliage, and the like, since these not only block the 

objects of interest but also consume unnecessary bandwidth. 
Keep in mind that the video analysis functions have the following limitations:

 » They are dependent on the free processing of the camera, and other functions such as motion detection, high resolution 
and high bit rate can compromise the performance of this feature.

 » The accuracy rate is approximately 80%, but can be higher or lower depending on the installation and processing 
parameters.

 » Fast moving objects such as cars and motorcycles are difficult to detect.
 » Weather conditions such as rain and fog can impair the performance of the detections.
 » Video analysis functions should not be used in critical scenarios, life or death situations, or for law enforcement.
 » It is recommended that motion detection recording be done in scenarios that do not have constant motion.

2. Access to the interface
The interface provides the user with all the camera controls. To access it, simply double-click on the camera in the Ip Utility 
Next program or simply type the camera’s IP in a web browser.

 
Access interface
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Note: the client is asked to set up a password on first access.

Startup Configuration

Note: »   After 5 login attempts with an incorrect password, the system automatically blocks further attempts for this user 
for 30 minutes.

 »  When accessing the camera for the first time, you will be prompted to download and install the video viewer plugin 
in Internet Explorer.

 »  If the camera is connected to a network with no DHCP server, the camera’s default IP is: 192.168.1.108.

 »  By clicking on the item Forgot your password?, below the Password field, a message will be displayed as shown in 
the following image, so that it can be sent to the registered e-mail and cell phone, containing a security code (the 
Send button must be clicked for the camera to send the e-mail). The security code received in the registered e-mail 
must be filled in the Security Code field and then go to the next step, where the password must be changed. The 
e-mail must be defined on first access, as the figure User Configuration shows.

Change Password 
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3. View
Once logged into the camera, you will be in the View tab:

View

1. Stream setup.
2. Camera Functions.
3. Video display control.
4. System menu.
5. Play.

3.1.  Stream setup
The cameras have two video streams: the main stream and the extra stream.

You can select which stream to display in the browser, as well as which protocol will be used for display.

 
Stream configuration

Function Description
Main stream For use in an environment with available bandwidth. Can record video files and be used in monitoring softwares

Extra stream
For use in a limited bandwidth environment, as it has lower video resolution. Can record video files and be used in 
monitoring software

Protocol You can select the media control protocol. The available protocols are TCP/UDP/Multicast



11

3.2.  Camera Functions
In the View interface you can perform some functions such as recording the displayed video and taking pictures. These 
functions are listed below.

1 2 3 4 5

Camera Functions

1. Photo: takes a picture of the video being played. The photos are saved¹ in the directory specified in item 5.8 Media destination.
2. Digital Zoom: after clicking on this icon, select an area in the video to digitally zoom into it.
3. Record: when clicked, the video being played starts being saved¹ in the directory specified in item 5.8 Media destination. 

To stop recording, click the icon again.

4. Audio: enables/disables receiving audio coming from the camera’s microphone.
5. Enable Analysis: when clicked, the Video Analysis rules will appear in the video that is being displayed. It is important 

to note that this is only a function for viewing the rules, not for enabling or disabling the function.
¹ It is necessary to be running Internet Explorer® as administrator for photos or videos to be saved to the hard disk.
2 Audio function available only in the Dome model.
3 These functions are all available only in the Internet Explorer® browser.

3.3.  Video display control
The video display control buttons are located in the lower left corner of the video stream. They are:

Video display controls

Colors

Allow changing of color parameters

 When you click on the button, a new screen will open, as shown in the following image::

Color Properties
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Color adjustment details

The changes made here apply only to the stream viewed in the browser and to the photos taken using the Photo button, 
seen in item 3.2. Camera Functions.

Full Screen

Expands the video until it takes up the whole screen. This option is affected by the Video Aspect Ratio option. 
The same result is achieved by double-clicking on the video, only in the Internet Explorer browser.

3.4.  System Menu
Through the following menu you will have access to the camera´s settings:

System Menu

Tab Description
Settings Used to perform settings for camera, network, event, storage, system, and camera information 
Logout Logs out from the camera´s web page
Intelbras Cloud Enables you to access your security system quickly and easily, without port redirection and complicated configurations

Intelbras Cloud
Although it does not appear in the Services menu, the Intelbras Cloud is a service, and its configuration will be described 
below. This service allows you to access your security system quickly and easily, eliminating the need for port redirection 
and complicated configurations.

Connection status

 » Connected: reports that the camera is registered on the Intelbras Cloud server and is ready for use.
 » Disconnected: reports that the camera is without network access or does not have access to the Intelbras Cloud server. 

If the camera does not have access to the server, we suggest checking if the Enable field is selected.
 » Access denied: reports that the camera is not registered on the Intelbras Cloud server.

Note: The Disconnected status can also be reported when the camera has no Internet access.  In this case we suggest 
checking the connections and the local network.
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Intelbras Cloud 
 » Enable: by default this feature comes enabled. If you don’t want to use it, just uncheck the check-box next to the word 

Enable.
 » Serial Number: camera serial number, registered in the Intelbras Cloud service.
 » Status: If your network is functioning normally and the serial number is enabled on the server, the Status field will show 

the status Connected highlighted in green. If there is a problem in your network or serial number, it will show the status 
Disconnected highlighted in red.

Intelbras Cloud

Attention!
 » The Intelbras Cloud service grants access to your device without the need for port redirection. 
 » To help you remotely manage your device, Intelbras Cloud will be activated. After activating and con-

necting to the internet, we need to collect the IP address, MAC address, device name, device ID, etc. All 
information collected is only used for the purpose of providing remote access to the user. If you do not 
agree to activate the Intelbras Cloud feature, please uncheck the option.

3.5.  Play
The Play tab lets you view and download photos and recordings from a previously configured memory card in the camera.

Using the S.I.M. Next software you won’t be able to view the recordings from the memory card.

Playback

1. Recording Details. 
 » Extension: you can choose between viewing video (.dav) or photos (.jpeg). 
 » The Origin field is for information only. 

2. Calendar. 
To find recordings and photos select the desired day (days with available recordings and photos are highlighted in blue).
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3. Playback controls.

1 2 3 4 5 6 7

Playback options

Item Function

1 Play

2 Stop

3 Next frame

4 Slow forward

5 Fast forward

6 Volume

7 Video analysis display

4. Type of recordings.
The system generates the files according to the pre-configured events, there are different search options: All, Regular, 
Event, Alarm, and Manual.

5. Timeline. 
Choose the time you want to play a recording and the system will start playing the video, the timeline colors are 
representations of the recording types.

6. Timeline Scale. 
Select which interval should be displayed on the timeline.

7. Download recordings. 
To download a recording, choose the start time on the timeline and click the Select start button (as in image 1), then 
choose the end time on the timeline and click the Select end button (as in image 2), confirm the chosen period and 
click Download (as in image 3).

3

2

1

Video editing example

8. Display list of recordings. 
Displays the recordings and photos in a list and then it will be possible to download directly from the list of recordings, 
for videos the formats are .dav and .mp4, for photos the download is in .jpg format.
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4. System configuration
Through this menu you can make general settings, video, network, maintenance, services, interface, activate analysis, parameters, 
and of the photos captured by the camera.

4.1.  General
Within this item are settings for Device Name, Language, Date Format, Time Format, Time Zone, Current Time, Summer 
Time, Synchronize with NTP, and Alternative NTP.

Date and time

 » Device Name: it is the name of the device, which by default is the serial number.
 » Date format: it has the options Year-Month-Day, Month-Day-Year, and Day-Month-Year.
 » Time Format: choice of time system: 12-hour or 24-hour.
 » Time Zone: adjusts the time zone according to the desired region.
 » Current time: enables manual adjustment or synchronization of the clock to the time of the computer the session is 

running on.
 » PC Sync: Synchronizes the camera’s time with that of the computer.
 » Summer Time: selects the start and end date/time of daylight saving time for the current year.

 » Mode: sets the summer time period by Date or Week.
 » Synchronize with NTP: enables clock synchronization with NTP servers, being possible to configure up to two servers, 

a main one and an alternative one, the latter used when the main one is not accessible.
 » Update period: time interval in which the device will query the server and synchronize the time.
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4.2.  Video
In this menu you can make video settings. The device has two streams or viewing planes. The Main Stream is always 
enabled, while the Extra Stream can be disabled.

Video

 » Compression type: there are four options: H.264, H264B, H.265 and Smart Compression (H.265+). H.264B uses a 
lower compression level compared to H.264. Smart compression is more efficient than H.264 because, at scale, it requires 
fewer bits for a sharper image. H.265+ is a variant of H.265 that lowers the bit rate even further while maintaining the 
image´s quality. 
Note: using H.265+ limits some functions (most of the Video Analysis, UDP and Multicast) and requires the device to 
reboot.

 » Resolution: The camera has the following resolution settings:

Main stream resolution

Note: see MHDX 1108 recorder restriction in section 9. Frequently Asked Questions.

 » Frame rate: is the amount of images per second (1~30). When increasing the frame rate, it is necessary to increase the 
bit rate as well, in order to maintain the same quality in the video.

 » Bit rate type: there are two options: CBR and VBR.
 » CBR: uses a constant bit rate all the time. However, at times of little movement the image quality could still be the 

same with a lower bit rate. With CBR it is easy to predict the required storage size.
 » VBR: uses variable bit rate, optimizing space use. Allows greater space utilization at times of need, reducing the 

bitrate to a minimum at times of low traffic.
 » Bit Rate Range: displays the minimum and maximum rates to be used, based on the selected Compression Type, 

Resolution, Frame Rate, and I-Frame Interval.
 » Bit rate: determines the value when the bit rate type is CBR.
Note: the bit rate values must respect the minimum and maximum values of their reference.

 » I-Frame interval: I-Frame is a frame in the video that has a larger size than the others. The smaller the number of 
I-Frames, the lower the bitrate, but as a consequence a video that has fast movements (a car at high speed, for example) 
may be shown with poor quality. The smaller the value, the more I-Frames will be sent.
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 » Watermark: watermarks are intended to ensure that a video generated by the camera is not altered. The watermark 
text can be up to 126 characters long.
Attention: the watermark is not shown on the video. It can be used to check if the video has been altered using a 
specific software.

 » Extra Stream
Lower resolution stream used to transmit at a lower bitrate. It comes enabled from the factory, but can be disabled by 
un-checking the checkbox next to the Extra Stream column.

 » Compression type: there are four options: H.264B, H.264, MJPEG, and H265. H.264B uses a lower compression 
level compared to H.264. H.264 is more efficient than MJPEG because it requires fewer bits for a sharper image. 
H.265 is more efficient than H.264 because, in scale, it  needs fewer bits for a sharper image. If the MJPEG encoder is 
used, the user must increase the bitrate to a higher value than the one used by H.264. 

 » Resolution: it has lower resolutions compared to the main Stream.

Extra stream resolution 

Note: the other settings are similar to those of the main Stream.

4.3.  Network
Under Network you will find all the network settings that the camera has. From IP address configuration to port 
configuration. In this menu IP settings are performed on the camera.

TCP/IP - version 4

 » Mode: in Mode there are two options:
 » Static: when Static is selected, you need to set the IP Address, Subnet Mask and Gateway manually. These settings 

will be static and if you move the network camera, you may need to access it to reconfigure these options.
 » DHCP: When in DHCP, the camera receives the IP Address, Subnet Mask and Gateway automatically from a server 

connected to the network. If the camera is moved to another network that also has a DHCP server, it will receive these 
settings from this new server without the need to access it for reconfiguration.

 » MAC address: field where the camera’s MAC address is displayed.
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 » IP Version: the camera operates with both IP protocols, IPv4, as shown in TCP/IP Version 4 image, and IPv6, as shown 
in the following image.

TCP/IP - version 6

 » IP address: in Static mode you can set the desired IP.
Attention: it is necessary to check an available IP on the network to avoid conflict between two devices.

 » Subnet Mask: field to configure the subnet mask of the device, when in Static mode. This field will only appear when 
IPv4 is enabled.

 » Local Link: local IPv6 address for camera access. Each device has its own local link. To access the camera using this 
address, simply be on the same network as the camera. This option appears only when IP version - IPv6 is selected.

 » Gateway: field to set the gateway of the device, when in Static mode.
 » Primary DNS: field to configure the IP address of a DNS server.
 » Secondary DNS: field to configure the IP address of a DNS server. This is the alternate server that will be used when 

the Primary DNS is inaccessible.
 » Simultaneous Connections: defines the maximum number of simultaneous connections to the camera’s web 

interface. The maximum allowed is 20 connections. For video stream access, for example: via web interface, iSIC, RTSP, 
etc., the maximum allowed is 4 independent video streams.

 » TCP port: the default value is 37777. It can be changed to values between 1,025 and 65,535.
 » UDP port: the default value is 37778.  It can be changed to values between 1,025 and 65,535.
 » HTTP Port: the default value is 80.  It can be changed to other values if necessary.  
 » HTTPs Port: port used to access the IP camera via HTTP over an additional security layer. At this layer, data is transmitted, 

encrypted and the authenticity of the camera is verified using digital certificates. The default value is 443. It can be 
changed to values between 1,025 and 65,535.
Note: To change the HTTPs port, you must disable the HTTPs service so that you are then allowed to change the 
port.

 » RTSP port: the default value is 554, but it can be changed.
Note: to access the camera’s video stream through software, you can use the camera’s RTSP path, which is:

 » For the Main Stream
rtsp://USER:PASSWORD@IP:PORT/cam/realmonitor?channel=1&subtype=0

 » For the Extra Stream
 rtsp://USER:PASSWORD@IP:PORT/cam/realmonitor?channel=1&subtype=1 
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Being:
 » IP: the device’s IP address.
 » Port: port configured in the RTSP Port field. It can be left blank if the default value is 554.
 » User/Password: username and password for access to the web interface. These fields can also be excluded if 

verification is not required. In this case the address will be: rtsp://IP:PORT/cam/realmonitor?channel=1&subtype=0
         Because the video is encoded and decoded in real time, there can be a delay of up to 4 seconds between the video              
         stream in the web interface and the video stream over the RTSP protocol.

 » Enable ARP/Ping for setting the IP address service: with this option enabled, it is possible to modify the camera’s 
IP via ARP/Ping commands. During camera startup, you will be able to configure the camera’s IP by this method for 2 
minutes.
To make this change open the command terminal and type:

Reboot the camera and try to access it through the new IP you defined.

4.4.  Maintenance
This menu makes it possible to restart the device automatically, instant restart.

Maintenance

 » Restart automatically: sets the time at which the camera will restart.
 » Restart now: restarts the camera instantly.
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4.5.  Services
This menu makes it possible to configure various functions. These are: PPPoE, DDNS, RTSP, Multicast, UPnP®, IP Filter, QoS, 
IEEE 802.1X ,Bonjour, SIP, Onvif, HTTPs, SMTP (E-mail), RTMP and Security.

PPPoE
In this option the camera’s PPPoE authentication settings are made. Simply enter the user name and password and enable 
the function. It is generally used when the camera is directly connected to a modem.

PPPoE

 » Enable: enables PPPoE authentication.
 » User: user of your internet service provider.
 » Password: password of your  internet service provider.

After configuring it with valid data, this same screen will display the IP address that the camera received from the PPPoE 
server, as shown in the following example.

Registered IP

Note: Only your Internet provider can provide you with the user name and password. This camera model has both PAP 
and CHAP authentication types.

DDNS
DDNS references a name to the device’s IP, making it easy for the user to access it even with an IP change.

DDNS
The device supports some DDNS service providers, which are configured as shown in the following image:

DDNS
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 » Server Type: selects the type of server to be used: No-IP® or DynDNS®.
 » Server address: reports the server’s address.
 » Domain name: domain name registered in the user account of the DDNS provider, including the full domain, as shown 

in the following example:
 » Example with DynDNS®: domainname.dyndns.org.

 » User: username created for access to the server.
 » Password: user password created to access the server.
 » Update period: the device regularly sends signals to the server confirming normal operation. The sending time between 

each signal can be configured on this interface.
Attention: Before using this function, create a dynamic domain account on one of the supported DDNS servers. If the camera’s 
access to the Internet depends on a network router, the router must support the UPnP® function, which must be configured and 
active. Otherwise, the router will need to be configured to redirect the external service ports to the HTTP, UDP, TCP and RTSP 
ports used in the camera respectively. The standard used for these ports is 80/37778/37777/554, but they can be changed.

Intelbras DDNS
Intelbras provides a DDNS service for the user. To use it, simply access the interface as shown in the image:

Intelbras DDNS

 » Enable: enables the Intelbras DDNS server.
 » Server Address: Intelbras DNS server address: www.ddns-intelbras.com.br.
 » Port: port through which the access will be made. The default is 80.
 » Domain name: user or domain name created on the server.  
 » Update period: the device sends signals regularly to the server confirming normal operation. The sending time between 

each signal can be configured in the interface.
 » E-mail address: e-mail for registration of the Intelbras DDNS service. When using it for the first time, an e-mail will be 

sent to this configured address, so that the user creates a registration and his domain name does not expire.
 » Test: checks the availability of the domain name configured in the Intelbras DDNS server and also performs the function 

we describe as Easylink. It facilitates the process of external access to the camera, creating the domain name requested 
by the user and setting up the port redirections with the user’s router.

See below how the information about Easylink’s status is displayed. The Mapping chart shows the result of port forwarding 
and the last line highlighted in green or red shows the result of the domain name.

UPnP Test
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Attention: The router must support the Easylink function, and the UPnP® configuration must be done and enabled. If 
the router does not support the UPnP® function, the DDNS function will still work, but you must manually configure port 
forwarding.

Note: To access the device through the Intelbras DDNS server, from an external network, just type in the browser’s address 
bar: http://nomededominio.ddns-intelbras.com.br:porta http.

Attention!
Intelbras DDNS is a standard DDNS service, allowing you to keep the domain address (Hostname) of your equipment up to date with 
the public IP of your location. For the service to work some information is collected, such as the Hostname, IP address, MAC number, 
E-mail, etc. The data collected is only that which is strictly necessary and the sole purpose of the collection is the provision of service. 
You may withdraw your consent at any time by unchecking the option. The equipment allows you to use a DDNS service offered by a 
third party. When doing this it is important to be aware that your data may be collected.

Multicast
Multicast is used mainly to decrease network bandwidth consumption and the camera´s CPU processing.  It is usually used 
when there are multiple users accessing the camera to view the video through the web interface.

The IP camera sends a video Stream to a Multicast group address. The clients will then receive a copy of the stream at the 
Multicast group address and will have no way of accessing the original Stream, which would cause excessive network 
bandwidth consumption or even camera CPU shutdown.

Multicast

In the screen above the Multicast IP and port are set, both for the main Stream and the extra Stream.

To view the Multicast Stream, you need to access the View tab and select the protocol as shown in the following image:

View multicast
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UPnP®

Universal Plug & Play (UPnP®)  simplifies the process of adding a camera to a local network. UPnP® uses open standard 
web-based protocols that define a set of HTTP services for handling discovery, description, control, events and presentation 
of devices.

The VIP 3430 G2 camera uses the discovery treatment through SSDP (Simple Service Discovery Protocol) to be found by 
the Intelbras IP Utility Next software, which uses as search the UPnP® protocol.

Once connected to the LAN, the camera exchanges discovery messages with control points. These messages contain 
specific information about the camera, such as IP and MAC address, of which Intelbras IP Utility Next uses three: IP, MAC, 
and Camera model.

With the UPnP® function active, the camera exchanges port forwarding information automatically (only routers compatible 
with the function).

Note: remember that to create, modify or remove a rule you must change the mode to Custom.

UPnP®

IP Filter
The camera makes it possible to create a list of IPs and MACs in order to limit access to the camera to selected devices 
only.

IP Filter

Note: the option will be active only when the check-box Allowed IPs/MACs is enabled.
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In the following image you can see how rules are created for a specific IP Address, IP Segment (to select an IP address 
range) and MAC (to specify a physical address).

Add IP/MAC

QoS
QoS (Quality of Service) is a network security mechanism, a technology that corrects problems related to delays, congestion, 
packet loss, etc. 

With QoS, you can guarantee the necessary bandwidth, reduce delays and packet losses, and increase the quality of the 
services.

IP’s DSCP (Differentiated Services Code Point) is used to differentiate and prioritize data packets so that the router provides 
different services for each type. According to the priority, the bandwidth required to transmit each row of packets is defined. 
Discarding is also done when there is congestion.

QoS

In this screen you can set the DSCP for the camera’s View and Command related packets, giving priority to your packets.
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Using the respective fields, you can prioritize your packets coming from the IP camera. Choose values between 0 and 63 
(DSCP values in decimal system, as seen in the DSCP chart) to rank the priorities of the data packets travelling over the 
network.

DSCP (Binary) DSCP (Hexadecimal) DSCP (Decimal) Class DSCP/PHB
0 0X00 0 none

1000 0X08 8 cs1
1010 0X0A 10 af11
1100 0X0C 12 af12
1110 0X0E 14 af13

10000 0X10 16 cs2
10010 0X12 18 af21
10100 0X14 20 af22
10110 0X16 22 af23
11000 0X18 24 cs3
11010 0X1A 26 af31
11100 0X1C 28 af32
11110 0X1E 30 af33

100000 0X20 32 cs4
100010 0X22 34 af41
100100 0X24 36 af42
100110 0X26 38 af43
101000 0X28 40 cs5
101110 0X2E 46 ef
110000 0X30 48 cs6
111000 0X38 56 cs7

DSCP Chart

Obs.: the priority of packets is highly influenced by the switches and/or routers in the network. The chart above presents 
predefined values for the QoS standard, and it is possible to configure different values from those described. However, 
when using different values from the chart, you must configure your switch/router for it to work properly.

IEEE 802.1X
IEEE 802.1X is a standard that aims to define a standardization mainly for local area networks (LAN) providing an 
authentication mechanism for devices that wish to connect to LAN and WLAN networks, for example.

In this field the user can configure the PEAP authentification protocol (Protected Extensible Authentication Protocol), which 
is used as an authentication method using encryption.

IEEE 802

 » Enable: enables/disables the function.
 » Authentication: sets the PEAP authentication type for the user.
 » User: name of the user created in the PEAP authenticator.
 » Password: user authentication password.
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Bonjour
Bonjour provides a method of discovering devices on a local area network (LAN). It is also used on devices such as 
computers and printers.

The service uses the default UDP port 5353. If you use a firewall, you may need to configure it to allow this port.

Bonjour

 » Bonjour Name: the name the device will display when found by software using Bonjour.

SIP
SIP (Session Initiation Protocol) is a signaling protocol for establishing calls and conferences over networks via IP Protocol. 
A typical example is VoIP. SIP is an application protocol that uses the request-response model, similar to HTTP, to initiate 
interactive communication sessions between users.

With this service integrated into the camera, the user will be able to perform activities such as: making a call to the camera 
and receiving video and audio (when available) on a smartphone, for example, and receiving a call from the camera after 
an event has occurred.

SIP

 » Enable: select this item to enable the SIP protocol function in the camera.
 » Status: displays the current status of the SIP service in the camera, that is, it informs the user if the camera succeeded 

in registering the SIP extension with the SIP server and if it is in conversation.
 » Data: camera identification name.
 » Server: enter in this field the IP address or domain name of the SIP Server, whose registration the camera will request, 

or enter the address of your Intelbras SIP central.
 » SIP Number:it is the name of the extension, and serves as the ID, used with the server. In general, this field is configured 

with the same information as the account´s.
 » Account: the user must enter in this field the extension number to be used by the camera to register with the SIP server. 

This extension must have its settings previously done on the server, i.e. this is the extension number to which the camera 
will be associated.

 » Password: enter in this field the password to be used for registration with the SIP server. This password is set up in the 
SIP server whet the extensions are defined. The camera will use this information together with the information in the 
Account field to request the registration from the server.
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 » SIP port: As with most protocols, there is a communication and access port to the SIP service. This field is for the port 
number to access the SIP server. The port that must be used is the default SIP protocol: port 5060.

 » Called Extension: enter here the extension the camera should call when an event such as motion detection or a signal 
at the alarm input occurs.

 » Registration period: this is the interval in which the camera sends a registration request packet to the server. This 
sending of logging from time to time has the purpose of informing the server that the extension, defined in the Account 
field, is active.

 » RTP Port: enter here the RTP port you want the camera to use for sending video and audio over SIP.

Automatic registration
With the function enabled, the device will report its address to the specified server that acts as an intermediary to facilitate 
the connection between the client software and the device.

 » Enable: enables the Automatic Registration function.
 » IP address: IP address of the Server the camera must connect to.
 » Port: the port for automatic registration.
 » Secondary Device ID: ID associated with the device by the server.

Onvif
In this menu you can enable and disable authentication via Onvif, as well as create/modify/delete exclusive Onvif user accounts.

Onvif

 » Add user: To create a new user, click the Add User button. A screen will appear as shown below:

Add user

Note: on this screen the name and password for Onvif access are set.

 » There is one default user, admin, which is the administrator user with full access.
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 » Change: allows you to change the password of the selected user.

Change Onvif User

 » Change Password: by selecting the field Change password you can change the password of the corresponding user, by 
entering the old password and the new password twice, as shown in the following image:

Change password

 » Delete: allows you to delete a user.

Confirmation to delete user

Note: The logged-in user must have the Account field selected in his list of authorities in order to proceed with these 
settings.

 » Usernames must contain a maximum of 31 characters.
 » Passwords must contain a maximum of 32 characters.
 » Valid characters are: letters, numbers, and special characters.
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HTTPS
If the user wants to connect to the camera via a secure internet link it is necessary to create the HTTPS certificate.

 » Enable: select this item to enable the HTTPS protocol function in the camera.
 » Activate TLSv1.2: changes the HTTPS protocol version to TLSv1.2.

Activate TLSv1.2

 » Certificate Configuration:
 » Delete: deletes the configured certificate when there is a loaded configuration in the field.
 » Install: installs the certificate created in the previous items.
 » Download: downloads the certificate created in the previous item.

To create the certificate, the user must click on Create. After clicking Create, the screen for configuring the creation will 
open, as shown below:

Create HTTPS certificate

 » Region: place of hosting, for example BR.
 » IP or domain name: IP or domain name for creating the certificate, being the camera a device, the IP of the device.
 » Validity period: Total number of days that the created certificate is valid.
 » State: state of residence (optional).
 » City: user’s city (optional).
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 » Official company name: name of the user company (optional).
 » Department: user’s department (optional).
 » E-mail: registration e-mail for the digital signature of the responsible party
 » Create: after completing the entry, creates the certificate.

 » Install own certificate: when you already have a valid previous certificate and you want to register this certificate for 
the camera, you can load the certificate by using this menu.

 » Current certificate: shows the current registered certificate and digital signature details.
 » Save: Save settings and enable/disable HTTPS.

SMTP (e-mail)
By setting up an SMTP server, you can configure the camera to send e-mail when an event such as motion detection occurs.

SMTP

 » SMTP Server: enter the SMTP server. Example: smtp.gmail.com.
 » Port: service port of the SMTP server. The default value is 587, but can be changed if the server is configured to use 

another port.
 » Anonymous: for servers that support this feature.
 » User: username (authentication) of the sender e-mail.
 » Password: password of the sender e-mail.
 » Sender: sender’s e-mail address.
 » Authentication: Supports None, SSL and TLS.
 » Title: set the subject of e-mails.
 » Attach photo: when enabled, sends a photo of the event attached to the e-mail.
 » Recipient E-mail: e-mail delivery address. Up to three recipients can be entered. To add a new address, enter it in 

this field and click the + symbol. To delete, select the desired address in the following quadrant and click the - symbol.
 » Update period: the camera sends an e-mail when an event occurs and keeps sending e-mails respecting this interval 

as long as this same event is still happening . If no consecutive events occur, only one e-mail will be sent. This function is 
often used to avoid overloading the e-mail server. The field supports values from 0 to 3,600 seconds.

 » E-mail test: enable this function so that the camera keeps sending test emails for the period configured in the Update 
period field.

 » Test e-mail: When you press this button, the camera checks that the information you have set up in this section is 
correct and sends an e-mail. If any settings are wrong, a message will be displayed warning of the error.
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Security 
In this menu you can configure the security functions.

Security

 » System Services:
 » SSH: The SSH function is intended for authorized technical assistants, in order to facilitate the identification of the 

camera. By default this function is disabled and for security reasons should only be enabled during maintenance. By 
keeping this function disabled, you will be preserving the security of your device.

 » Multicast/broadcast Proc.: with this function disabled the camera stops sending broadcast packets. It will no 
longer be possible to find the camera by some software like IP Utility, for example.

 » Password Recovery: it is possible to disable the function of password recovery by e-mail, it is recommended to 
keep it enabled.

 » CGI service: with this option disabled the camera will no longer respond to CGI commands (camera APIs).
 » Audio and video transmission encryption: enables audio and video transmission encryption. Software that does 

not have the ability to decrypt data will not be able to communicate with the camera.
 » RTSP over TLS: enables TLS encryption when transmitting audio and video via RTSP. Software that does not have the 

ability to decrypt data will not be able to communicate with the camera. 
 » Private protocol authentication mode: allows you to change the camera access authentication. The options 

are Security Mode and Compatibility Mode. If Secure Mode is selected, only software and applications that support 
authentication will be able to connect to the camera.

 » Firewall:
 » Forbidden Ping : with the function enabled the camera will no longer respond to ping requests.
 » Prevent Semijoin: Semijoin is the name given to connections established with the camera that are not terminated 

and remain in an intermediate state, consuming camera resources. With the function enabled, the camera will 
recognize these connections and prevent them.

Firewall



32

RTMP
This service provides the user with the possibility to share the video stream through a third party software or platform.

Cameras with no audio input or built-in microphone may be incompatible with some streaming platforms. To avoid 
incompatibility please refer to the regulations provided by the software or platform developer.

 
RTMP Service

 » Enable: enables or disables the RTMP service. 
 » Stream Type: selects the type of stream that will be transmitted. Remember that the better the quality of the stream, 

the more bandwidth will be required.
 »  Type of address: the user can select whether the address will be given by an IP address or by an internet link. The IP 

address is given as non-custom and the internet link as custom. 
 » IP address: in this field the user informs the IP address of the RTMP server.
 » Port: in this field the user informs which port is enabled to receive the service.
 » Custom address: in this field the user informs which internet link will receive the service. The link must be placed in the 

following format Transmission_URL + / +Stream_key. The link must not contain special characters.

4.6.  Interface
This is where video overlay options are configured.

 » Mask Area: adds a mask over the desired part of the image, which prevents the image at that location from being seen. 
You can set up to four masking areas, as shown below.

Mask area

 » Channel Title: used to visually identify which camera is showing the video in question. You can configure the title and 
the position it is in. Maximum length 63 characters.



33

Channel Title

 » Time Title: positions and sets the date/time information in the displayed video. By selecting the Weekly display option, 
the day of the week will be displayed along with the date and time.

Time title

 » Text: in this option it is possible to add texts of up to 45 characters in each field, and it is also possible to position and 
define the alignment, as seen in the following image:

Text
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4.7.  Parameters
Viewing and configuration of image patterns.  

Parameters
 » Profile: selects the Day or Night profiles, and the settings displayed on this page refer to the selected profile.

Parameters

Note: the adjustments in the following fields are applied directly to the image display, and can be viewed in real time in 
the web browser, softwares, and video players.

Setting Description

Brightness
The function should be used when the video is too bright or too dark. The video may become blurred when the brightness level is 
too high.

Contrast
It has a brightness balancing function that regulates the difference between bright and dark. Video can become blurred when the value is 
below the standard. When raised, the dark section of the video loses brightness by compensating for the lighter section.

Saturation
Responsible for the perception of color in the image. The higher its value, the more the colors come alive. When it approaches the 
minimum, the image completely loses the presence of color.

Sharpness Increases the amount of detail in the image. The more sharpness applied, the more details and noise are displayed.

Gamma
It reduces or increases the noise caused by too much brightness in the image. What is bright stays bright, and objects with darker tones 
lose brightness.

Mirror It inverts the image giving the feeling of looking into a mirror.
Rotate¹ It rotates the image all around, making it possible to position the camera in different environments and in different ways.

¹ It is only possible to enable this function if the camera has HD, 1.3MP or Full HD resolution, for the rest it is not possible.

Exposure 
Sets the time the camera sensor will be exposed to light, presenting a few options.

Exposure

 » Antiflicker: this function is used to remove flicker (difference in synchronism with lighting) when the camera’s signal 
format does not match the frequency of the power supply that is being used. The options are 50 Hz, 60 Hz and Outdoor 
(automatic).
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 » Mode: enables the choice of some methods for shutter configurationr:
 » Automatic: the device takes care of setting the exposure time automatically, trying to make the image look visibly 

good.
 » Gain Priority: level from 0 to 100 of the set priority (can be lower limit greater than 0).
 » Shutter Priority: becomes valid after setting the shutter, the exposure compensation and the WDR.
 » Manual: time is described by  1 second/aperture value. Taking 1/60 for example, we can conclude that the camera 

sensor will be sensitive to light for 1 second divided by 60, or one sixtieth of a second. The shorter the exposure time, 
the darker the image will be. The longer the exposure time, the lighter.

 » 3D noise reduction: makes the video image sharper when it is noisy.
 » Level: intensity with which the noise is reduced or increased.

Light Compensation
Its purpose is to display details of dark areas of the video when the image is subjected to a very bright backlight. It has the 
following options: Off, BLC, HLC, and WDR.

Compensation

 » Disabled: no light compensation will be performed.
 » BLC: compensates the image completely, saturating the entire visible area in order to provide better viewing in situations 

where excess brightness obscures an area or object. It has two options: Standard and Custom, where Custom allows you 
to select an area of the image, to have as a reference.

 » HLC: is an image compensation technology that reduces the impact of intense light sources in dark scenes, for example, 
a car headlight at night. It is recommended to use this function at the maximum level for best results. It has a variable 
level from 1 to 100, where 1 is less intense and 100 is more intense.

 » WDR: it is a technique used to provide sharp images in environments where the lighting varies too much, for example, 
one area too bright and another too dark. It has a variable level from 1 to 100, where 1 is less intense and 100 is more 
intense.
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White Balance  
It has an effect on the overall tone of the video by setting the white balance control. It has the following options:

 » Auto: white balance is active. It automatically adjusts the image dots in relation to the white dots, avoiding excess 
reflection or brightness in the image highlights. Thus the scenes captured in the device correspond exactly to the original 
colors of the image being captured.

 » Natural: recommended for places where natural light predominates.
 » Automatic Exterior: recommended for places where public lighting is used (standard Blue).
 » Outdoor: suitable for outdoor locations.
 » Manual: makes it possible to manually set the blue and red colors, in case Auto mode does not work.
 » Custom: allows the selection of an area of the image to have as reference.

 
White Balance

Day & Night
Selects when the video will be black and white or color. Presents the following options:

 » Mode: The options are Color, Black & White, and Auto.
 » Color: the image will always be in color.
 » Black and White: the captured image will always be in black and white.
 » Auto: The device automatically selects whether the video will be black and white or color. This automatic choice is made 

according to the brightness of the captured image or whether  IR (InfraRed) is active or not.
 » Sensitivity: the Sensitivity function controls the level of illumination required for the camera to switch from Day to Night 

or Night to Day profiles. The user can choose between low, medium and high. When the sensitivity is high the camera will 
switch from the Day profile to the Night profile with a higher ambient light, and when the sensitivity is low the camera 
will only switch to the Night profile when the ambient light is very low.

 » Delay: The delay allows the user to set the time it will take the camera to switch from the Day profile to the Night profile. 
The time range goes from 2 to 10 seconds.

Day and Night
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IR Illumination 
Provides three configuration modes for IR actuation.

 » Manual: has the possibility to adjust the IR level and keep it fixed.
 » Automatic: compensates the IR according to the distance to the subject.
 » Disabled: disables the IR function.

IR Illumination

Manage profile tab
In this tab you can define which type of profile will be used:

 » Manage profile: defines which profile will be used. It has the following options:
 » Regular: defines that the Normal profile will always be used.
 » Fixed profile: allows you to define whether it will always be the Day profile or the Night profile.
 » Scheduling: determines a time range for the use of the Day and Night profiles, automatically alternating them 

according to the determined schedule.

4.8.  Photo
This tab sets up the photos that the camera captures:

Photo

 » Photo Type: refers to the capture mode. The options are Regular and Event. Regular will capture photos constantly. In the Event 
option, photos will be captured only after  some event  happens(Motion or Alarm). For these modes to take effect, it is necessary 
to select the period of operation in Calendar>Scheduled Photo.

 » Image Size: it is not configurable. It has the same setting selected for the Main Stream in the Video>Resolution menu.
 » Quality: on a scale of 1 to 6, the higher value has higher quality in the capture and amount of detail in the image.
 » Interval between photos: current time between one photo and another.
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4.9.  Activate analysis
In this menu it is possible to enable or disable video analytics (Intelligence) such as Virtual Line, Virtual Fence and Area of 
Interest.

Note: If this option is disabled, none of the above functions will work.

Enable/Disable Analysis

5. Configure settings

5.1.  Users
Configure user to control access to the interface. Enables creating, editing and removing them.

Users

 » Anonymous authentication: if enabled, allows access to the video preview without the need to log in to the camera. 
However, to perform other settings you will need to authenticate with a valid account.

Note: to log in with a valid account while accessing with anonymous authentication, simply click Logout and then enter 
the account’s Username and Password.
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 » Add User: To create a new user, click on the Add User button. A screen will appear as shown below:

Add user

Note: On this screen you can define name, password and group. You can add a note, which will be displayed on the 
accounts display screen.

The permissions will be displayed and may be assigned according to the previously configured authorities in the selected 
group.

Admin is the factory default administrator user, with full access.

 » Change User: allows you to change the password of the selected user.

Change

 » Change Password: by selecting the Change Password field you will be able to change the password of the corresponding 
user, by entering the old password and the new password twice, as shown in the following image:

Change Password
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 » Delete User: allows you to delete a user.

Confirmation to delete user

Note: the logged-in user must have the Account field selected  his list of authorities in order to continue with these 
procedures.

 » User and group names must contain a maximum of 32 characters.
 » Password must contain a maximum of 32 characters.
 » Valid characters are: letters, numbers and special characters.
 » You can create 8 groups and 18 users.
 » Every user is associated with a group and has the permissions pertaining to the associated group.

In the Group area you can create, remove and edit group settings.

By default, the device already has two groups:

 » User: which has restricted, view-only access.
 » Admin: is the group administrator, with full access.

To introduce a new group, simply click on the Add Group button. The configuration screen will be displayed.

Add groups

As in the users’ configuration, there is a field to enter comments.

In the Authority List option, you must enable the permissions that will be made available to the users. They are: View, 
Playback, System, System Information, File Backup, Location Configuration, Event, Network, Peripherals, AV Parameter, 
Security, Maintenance.

Note: there are options to modify and remove groups that work the same way as modifying and removing users.

5.2.  Default Configuration
Under Default Configuration you can undo all changes you have made to the camera and restore the factory default configuration. 
By pressing the Default button, only the TCP/IP session settings (4.3. Network and 5.1. Users) will not be restored to the factory 
default.

Default Configuration
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When you press the Default button, you will be prompted for confirmation.

Confirmation for default setting

If you also want to restore the TCP/IP and Accounts settings, you should use the Factory Default function, which resets 
all settings to the factory defaults. Pressing the button (General Default or Factory Default) will prompt you for the user 
password.

Confirmation for factory configuration

5.3.  Backup 
In the Backup menu you have the option to save and open backup files of your device´s settings.

Configuration backup

 » Open: clicking Open will open a screen for selecting the previously saved backup file, and the camera will be reconfigured 
according to the information it contains.

 » Save: clicking Save will prompt you to choose a directory and the name of the backup file. This file has all the camera 
settings except the network settings of the TCP/IP page and the account settings.

5.4.  Scheduling
This function allows you to create video and photo recording routines that will be saved on an external FTP server or SD 
card. In addition to the function of manually recording videos or photos through the viewing  screen, you can program the 
device to perform these functions automatically at predetermined hours, as shown in the following sections.

Scheduled Recording

Scheduled Recording
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You can schedule up to six periods for each day, as shown in the following image, each with up to six different time ranges. 
There are two recording modes:

 » Regular: the device captures video constantly.
 » Event: the device captures video only when there is motion detection or a video masking event, if previously configured.
 » Alarm: the device captures video only when an alarm is triggered, when previously configured.

Weekday Scheduling

By default, all days are already configured to perform video recording in regular, event and alarm modes in full period: 
from 00h to 24h. To edit this setting, enter the range(s) of start and end times and, to validate the period setting, enable 
the corresponding check-box, otherwise it will not be analyzed and motion detection will not be done in that time frame.

If the period schedule is the same for other days of the week, you can replicate it by clicking on the check-box for the 
corresponding day. If it is the same for all days, just click on the check-box of the All field.

After finishing the settings, click the Save button. You can view the schedules through the colored bars, as highlighted in 
the following image. It shows that during service hours, from 8am to 6pm, the camera records video by motion detection, 
and outside of these hours, on weekends and holidays, it records regularly.

Scheduled Recording set up 

ATTENTION!
The recording of images is limited to the previously configured scheduled period. That is, the system will not record any footage 
after the end of the scheduled period. Thus, the recording period in the schedule can influence the time and size of the recording 
of the triggering event, ending any footage when the scheduled period comes to an end. 
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Scheduled Photo
Note: the settings are the same as for the previous item.

Scheduled Photo

Holiday Schedule
This tab configures the holiday days for use in Scheduled Recording and Scheduled Photo, as seen earlier. The interface is 
shown in the following image.

Holiday Schedule

In this tab you can select the holiday days, associating them to the option Record and/or Photo.

5.5.  Location
This interface allows you to enable and disable the function of saving to an FTP server or to a Micro-SD card the video 
and photo files, that are created according to the schedules configured in the Scheduling menu. Furthermore, here you 
can configure the recording mode, and in which storage directory the images will be saved, which can be on the micro-SD 
card ,FTP server or NAS server. 
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Mode
On this tab you can select Record and Photo modes for the event types (Regular, Event Detection and Alarm), which can 
be done directly on the SD card or on a configured FTP server.

Location - mode

 » Regular: records video and photos, constantly, when previously configured. 
 » Event: records video and photos, only when there is motion detection, when previously configured. 
 » Alarm: records video and photos, only when there is an activation of the alarm input, when previously configured. 

SD Card
You can manage the SD card using this tab: 

SD Card

 » Read only: it is used when inserting a card only to play the recorded files.
 » Read and Write: changes the card attribute to Read and Write mode, allowing the camera to play and record data to 

the card.
 » Dynamic Swap: used to safely remove the card from the camera.
 » Update: updates the card data, e.g. Status and Used Capacity.
 » Format: removes all existing data on the SD card.

Note: the product does not include a micro SD card.
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FTP
In this interface you enter the FTP server information where the photos and videos captured by the device will be 
stored.

FTP

Enable the FTP server and select the type (SFTP or FTP).

 » Server address: enter the address of the FTP server.
 » Port: FTP server access port with the default port value 21, which can be changed to SFTP with the default port 
value 22.

 » User: user name for authentication.
 » Password: user password for authentication.
 » Remote directory: this field refers to the directory where the camera will save the photo and video files. If you want the 

camera to save the files in the directory that corresponds to your serial number, leave this field blank.
 » Emergency (SD card): the camera will write to the SD card, if installed, if the server becomes unavailable.
 » Test: simulates the execution of an FTP server access, warning the user if it was successful or not.

Note: The device’s video files are saved with the .dav extension. To play the files, you must use the Intelbras Media Player®, 
found on the Intelbras website (www.intelbras.com.br).

NAS

 

NAS configuration menu  

 » Enable: enables storage via a network storage server.
 » Server Address: you must enter the IP address of the storage server.
 » Remote directory: you must inform the path of the directory where the storage will be done.
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5.6.  Update
Update the camera’s firmware using this interface. 

Update

Click the Open option to load a navigation screen and select the update file. Then click Update to start the procedure.

After the update is complete, the camera will restart so that the firmware changes are valid.

Attention: when updating, make sure that the file you select is the right one for your camera. Improper updates can result 
in device malfunctions. During the update, do not close the web page.

The files for updating the firmware are available on the Intelbras web page (www.intelbras.com.br), under Products>  
Electronic Security>Cameras>IP Cameras. Select your camera and download the update file. 

Note: a good practice is that when updating the camera to a new firmware version, you should perform a Manual Reset, 
using the physical button on the camera.

Remote Update
For this feature to work properly, the camera must be connected to a network with internet access.

 » Automatic: when enabled, the camera automatically searches for the latest firmware version available on the Intelbras 
server.

 » Manual check: this option makes an instant query to the Intelbras server to check if there is a newer firmware available.

5.7.  Recording
Adjusts the settings regarding video recording:

Recording

 » Recording period: determines the size of each video file for all recording types (regular, event and alarm).
 » Event pre-recording: capture recorded in the camera’s internal memory to merge the recording and not lose the 

details that occurred before starting an event. Time can be set between 0 and 2 seconds.
 » Full disk: options for what to do when you reach maximum storage from disk, SD card, FTP or NAS. Overwrite recordings 

(overwriting the oldest recordings) or stop recording.
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 » Recording mode: Auto, Manual or Disabled. In Auto, the recording will follow the scheduling configuration. In Manual, 
the camera will record the main stream directly, ignoring the scheduling settings. In Disabled, the camera does not do 
any recording.

 » Video stream: defines which video Stream will be used in the recording. There are two types, Main Stream and Extra Stream.

5.8.  Media destination
Setting the location to save captured photos and videos.

 » This function is only available via Internet Explorer.

Media destination

5.9.  Audio
Available settings for the sound captured by the camera’s microphone.

Audio

 » Enable: enables the audio channel available in the camera. If enabled, when recording a video, the audio will be 
recorded as well.

 » Encoder Type: Selects the encoder type for each stream. It has 4 options: G.711A, G.711Mu, G.726 and AAC.
 » Sampling: defines the frequency at which the audio signal is acquired, the higher the frequency, the higher the quality 

of the signal, however, the camera processing is higher and so is the storage required.
 » Extra stream: enables the audio in the extra stream, sets the compression type and sample rate.
 » Audio input: microphone.
 » Noise Filter: enables digital filtering of ambient noise.
 » Microphone volume: sets the volume of the microphone.

Note: the average range of the camera’s microphone is 10 m.
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6. Configure Event

6.1.  Motion Detection 
In the Motion screen you can configure the motion detection parameters, such as region and sensitivity, as well as the 
actions the camera will take when it detects motion.

Motion Detection

 » Enable: if checked, the camera will perform motion detection.
 » Period: field to define when detection is active. 

By clicking on the Settings button, a screen will appear as shown in the following image:

Period of operation

The operation period is divided into weekdays, and for each day up to six periods with different time ranges can be created.

Click on the Configure button for the respective day of the week and check that it will be highlighted, as shown in the 
image Period of operation.

By default, all days are already configured to perform the movement detection in the full period: 00h to 24h. To edit this 
setting, enter the range(s) of the start and end times and, to validate the period setting, enable the corresponding check-
box, otherwise it will not be analyzed and movement detection will not be made in that time range.

If the period schedule is the same for other days of the week, you can replicate it by clicking on the check-box for the 
corresponding day. If it is the same for every day, just click on the check-box of the All field.

After finishing the settings, click on the Save button. You can view the schedules through the colored bars, as highlighted 
in the image Period of operation.
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 » Stabilization
The camera memorizes only one event during the stabilization period. This prevents a motion detection event from 
generating multiple events. This value ranges from 0 to 100 seconds.

 » Area
In this option it is possible to configure up to four monitoring regions for motion detection, as shown in the following 
image:

Detection area

 » Area: select the area where you want to check for movement.
 » Region: there are four regions, each with a different Area, Name, Sensitivity and Threshold setting.
 » Name: you can give a name to the region. This name will be sent in the event email, if so configured.
 » Sensitivity: This option regulates how sensitive the camera is to motion. The higher the sensitivity, the less movement is 

required to activate detection. You can check how good the sensitivity is with the Motion Detection Graph.
 » Threshold: The Threshold dictates the amount of motion required to activate the event. It appears as a line in the Motion 

Detection Graph, seen below, and if motion is significant and exceeds this threshold, the motion detection event will be 
activated.

 » Motion Graph: the following is the Motion Detection Graph. Here we have, in green, movements made within the 
selected detection area that were not enough to reach the Threshold line and activate motion detection. If you want one 
of these movements to trigger motion detection, you can lower the threshold line or increase the sensitivity. We also 
have, in red, the movements that activated motion detection by exceeding the threshold line.

Movements 
that triggered 

detection

Movements that 
did not trigger 

detection

Motion Detection Graphic

 » Record: this option must be selected so that when recording a motion detection event, the camera will save the 
captured videos and/or photos to an FTP server, SD card or NAS. To configure the recording, see item 5.5. Location.
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Note: To record videos, the Schedule from item 5.4. Scheduling and mode of item 5.5. Location must be configured 
and enabled. And for recording photos, the Schedule from item 5.4. Scheduling and mode from item 5.5. Location 
must also be configured and enabled. The location and time of remote recording must be set in item 5.5. Location.

 » Post-recording: The Post-recording value determines for how long the camera will continue recording after the 
Stabilization time, which occurs after motion detection ends. A value can be set between 10 and 300 seconds.

 » Send e-mail: if this option is selected, the camera will send an e-mail when motion detection occurs, and may or may 
not have a photo. The destination e-mail is configured in item 4.5. Services, in the SMTP (e-mail) section,as is the option 
of sending a photo of the moment of detection.

 » Call SIP: if this option is selected, the camera will make a VoIP call when motion detection occurs. The VoIP number 
called is configured in item 4.5. Services, in the SIP section.

 » Photo: if this option is selected, the camera will take a picture and save it to the FTP server, SD card or NAS when motion 
detection occurs. To set the photo storage location, see 5.5. Location, section FTP.

6.2.  Audio detection
This camera supports audio detection. For this it needs the installation of an external microphone. Then you can define 
actions in case of audio detection.

Audio Setting Configuration 

 » Enable: by clicking on the checkbox you enable the Audio Detection Enable function.
 » Intensity change: when enabled, the triggering no longer depends on the configured threshold, but on the change in 

the audio intensity.
 » Sensitivity: sets the sensitivity of audio detection (0 to 100). The default is 50.
 » Threshold: sets the threshold of the signal to be recorded as a real alarm (0 to 100). The default is 50.
 » Period: the operating period is divided into weekdays, and for each day up to six periods with different time frames 

can be created.
 » Stabilization: when enabled, when audio is detected the camera will record a video of a set time frame.
 » Record: when enabled, when audio is detected the camera will record a video of a set time frame.
 » Output: when enabled, when audio is detected the camera will send an alarm signal to the alarm outputs.
 » Post-recording: in this field the time that the camera will record after audio detection is finished is set. This value varies 

from 10 to 300 seconds.
 » Send e-mail: SMTP must be enabled. Identifies audio and sends via e-mail a picture of the moment when the audio 

was detected.
 » PTZ: enables a predefined function (tour, preset, patrol).
 » Call SIP: calls a SIP number to report the alarm.
 » Photo: if this option is selected, the camera takes a photo at the moment of audio detection.

All changes must be saved.
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6.3.  Object Detection
In this tab we configure the Virtual Line and Virtual Fence video analysis rules. You can add up to 10 video analysis rules. 
In this option you must create the rule by clicking on the   symbol.

Object Detection

The rule types are:

 » Virtual Line.
 » Virtual Fence.

Select a rule, or click on the trash can to remove the rule; in Rule name you define the nomenclature and in Rule type the Video 
analysis function (Virtual line, Virtual fence). To change the rule type click on the current function.

Rule type

The created rules turn gray while they are being edited and blue after the drawing is finished.

 » Virtual Line

Area settings and virtual line properties

This function allows you to detect objects that pass through a line, and you can create separate lines with different analysis 
directions, i.e. you define in which direction (A to B, B to A, or both) the camera will monitor.
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 » Period of operation: this option is used to set the period of operation for the rule. In the period of operation, 
you define the time and days that the function will be enabled. If it is not changed, it will be without interruption. 

 » Direction:it can detect just from A > B, B > A, or both.
 » Record: this option must be selected so that when recording a virtual line event the camera records the captured video 

to the FTP configured in Settings > Location > FTP, SD Card or NAS.
 » Post-recording: the post-recording value determines for how long the camera will continue recording after virtual line 

detection ends. A value from 10 to 300 seconds can be set
 » Send e-mail: if this option is selected, the camera will send an e-mail when the virtual line detection occurs, and may 

or may not have a photo.
The destination e-mail is configured in the item Network > SMTP, as well as the option to send a photo of the detection time.

Drawing Virtual Line

To draw on the screen, first click on Clear, it will release the image for editing. Use the left mouse button to start the 
drawing and the right one to end it. With a click on the drawn line it is possible to drag or modify the drawing. By checking 
the checkbox you can define what object size will trigger alarms, it is given in pixels and is displayed in the Maximum and 
Minimum Size frames; use the Draw and Clear options to define it; during drawing the frames are blue. You need to click 
on Save to keep the settings.
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 » Virtual fence
This function makes it possible to analyze whether objects have entered and/or left a given area, and it is possible to create 
up to 4 different areas, with different analysis directions, i.e., it is defined whether the camera should supervise objects 
entering, leaving, or both, or even monitor any movement within the area.

Area settings and virtual fence properties

 » Detection mode: it is set whether the camera will monitor movements within an area (In Area), intrusions (Through) 
or both (select both check boxes).

 » Direction: in this field the user can configure if the event will be generated if the object/person crosses the line in the 
direction of entering, leaving, or entering and leaving the drawn region.

By checking the Selection box you can define which object size will trigger alarms, it is given in pixels and is displayed in 
the Maximum and Minimum Size frames; use the Draw and Clear options to define it; during drawing the smaller frame 
represents the Minimum Size and the larger frame the Maximum Size.

By selecting Draw at the top, you can define the area to be monitored. Use the left mouse button to start the drawing and 
the right one to close it. With a click on the drawn line you can drag or modify the drawing. You must click Save to keep 
the settings.

Drawing a virtual fence

In the period of operation, you define the time and days when the function will be enabled. If it is not changed, it will run 
without interruption.

Period of operation
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6.4.  Anomaly
SD Card 

SD Card

You can generate SD card-related alarms in the following situations:

 » Mode: There are three options, No SD card, SD card error, and Capacity alert.
 » No SD card: the alarm will be generated upon removal of the SD card with the camera on.
 » SD card error: an alarm will be generated when there is an error on the SD card.
 » Capacity alert: the device will generate an alarm when the capacity limit, defined just below, is reached.
 » Capacity limit: defines at what percentage of occupancy of the SD card an alarm will be generated. This percentage 

can be set between 0 and 99%.
 » Enable: enables the function.
 » Send e-mail: sends a message reporting the event to the e-mail address previously configured in the SMTP (e-mail) 

section.
 » Call SIP: if this option is selected, the camera will make a VoIP call when the event occurs. The called VoIP number is 

configured as described in the SIP section of this manual.

Network
The device alerts the user of errors regarding device disconnection and IP conflict on the network by means of an alarm.

Absent network

 » Mode: defines the event to be considered an anomaly: 
 » Absent network: when the camera is disconnected from the network.
 » IP Conflict: when there is an IP conflict between the network and the camera.

 » Enable: enables the Anomalies feature.
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Illegal access
The camera can be configured to trigger an alarm and send an e-mail in the event of excessive login attempts on the 
interface.

Illegal access

 » Enable: enables the function.
 » Number of attempts: number of times to make a wrong login before triggering the alarm, it can be between 3 and 

10 times.
 » Send e-mail: sends a message reporting the event to the previously configured e-mail address.
 » Call SIP: if this option is selected, the camera will make a VoIP call when the event occurs. The called VoIP number is 

configured as described in the SIP section of this manual.

Undervoltage

Voltage Detection

 » Enable: enables the function.

 » Overlay video: enables the display of the Undervoltage icon  in the video stream.
 » Send e-mail: sends a message reporting the event to the previously configured e-mail address.
 » Call SIP: if this option is selected, the camera will make a VoIP call when the event occurs. The called VoIP number is 

configured as described in the SIP section of this manual. 
 » Security Alert: the camera will recognize some unusual access patterns that might be originated from hacker attacks.

 » Enable: enables the security alert function.
 » Send e-mail: sends an e-mail if a harmful access pattern is detected.
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6.5.  Video Masking
In this tab, as shown in the following picture, the options are configured to generate events when the lens is obstructed (example: 
when covering the camera lens with a hand or some other object). It is also possible to enable, when this type of event occurs, 
video recording on FTP, sending e-mail (SMTP), photo recording on FTP, and SIP calls. These options, Post Recording and Period of 
Operation work in the same way as the Motion Detection tab (item 6.1 Motion Detection).

Video Mask

6.6.  Area of interest
In this tab you define an area of interest (of higher quality) that is adjustable on the screen (up to 4 regions). Whenever 
you make changes, you must save. It is possible to delete or remove all areas of interest. There is a possibility to define 6 
image qualities, where 1 is very low and 6 is very high.

Area of interest
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7. Configure Information

7.1.  Version
Information about firmware version and model is displayed on this page:

Version (illustrative version image)

 » Device type: Informs the model of the Intelbras IP camera.
 » Software version: informs the firmware version of the Intelbras IP camera.
 » Web version: application version of the web interface.
 » Onvif version: Onvif protocol profile.
 » Serial number: serial number of the camera. Each has its own number.

7.2.  Logs
Access to interface logs, event logs with details and type of the settings made on the device. By selecting the period, the 
logs are displayed according to the filter selected in Type. To display the logs on the screen, click Browse.

After performing the search, it is possible to make a backup, on your machine, of the displayed records, by clicking Backup 
a text document will be generated with the results of the applied filter. You can also clear the entire log by clicking on Clear, 
thus deleting all the logs that have been retrieved up to that point. The following is a screenshot of the logging screen.

Log
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 » Remote log Recording: it is possible to record camera logs on an external dedicated server. With these logs it is 
possible to do statistical analysis and/or automation for different situations that may occur.

Remote log Recording

 » Enable: enables the Remote Logging function.
 » IP Address: IP address of the machine where the Remote Log Server is installed.
 » Port: port used for the Remote Logging protocol.
 » Device NS: Identifier number of the device.

7.3.  Logged user
Displays information about the users connected to the IP camera. Provides information about which username was used 
to connect, the user’s group,the IP address, and the time they accessed the camera.

Logged  user

7.4.  Alarm
The alarm interface is used only when accessed from the web interface.It will show the logs from Motion Detection, Video 
Masking, Illegal Access, Video Analytics, having the possibility to perform some actions only in the web interface, such as 
triggering a visual alert in the open web interface and sound triggering. In the interface shown in the picture below are 
made the alarm settings.

Alarm
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Alarm type
Select the type of alarm that will be generated in the device.

Alarm type

Note: all options require prior configuration.

Visual Alert
If the Alert check-box is selected, when a new alarm occurs, an icon will appear on the Alarm tab, as shown in the following 
image.

Visual Alert

Play Sound
 » Activate: when checked, plays the chosen audio alarm tone.
 » Sound directory: allows you to select an audio file (with extension .mp3 or .wav) to be played during alarm occurrences.

Alarm sound
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8. Logout
Closes the session and returns to the login screen:

Logout

9. Frequently Asked Questions

Question Cause Solution

Unable to login via the Internet

Network connection failure
Check if your camera and PC connections are correct.
Check the camera’s IP and network cable.

Blocked user

Check whether any other device is blocking the camera by using 
the wrong password. If not, connect the camera peer to peer with 
your PC to ensure that no other device will attempt a simultaneous 
connection, and create a new user and password for your access.

Unable to access camera even after double 
clicking using Intelbras IP Utility Next

Network IP addresses of 
camera and PC 

Check if the camera’s IP address, which Intelbras IP Utility Next 
presents, is in the same logical network as your PC’s address.

Intelbras IP Utility Next can’t find the IP camera
Physical installation of the 
camera and PC

Check if the IP camera is connected to the same physical network 
as your PC.

Unable to view the image in web browsers Absence of complements Check if the Plugin control has been installed on your computer.

DDNS Service does not access Network Settings
Make sure the DDNS configuration data matches. Confirm that the 
router’s UPnP® is enabled. If you do not have this feature, redirect 
the router ports manually.

Recover password Lost password
Use the Recover password function or reset the camera using the reset 
button on the camera. If that is not enough, take it to your nearest 
service center. 

Mosaic playback is not possible on the MHDX 
1108 recorder

H.265 support in 2 MP Play only one channel in full screen mode or use the H.264 encoder.
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Warranty Terms
It is hereby expressly stated that this contractual warranty is conferred under the following conditions:

Name of client:

Client Signature:                      

Invoice Nº:                              

Date of purchase:

Model:                    Serial Nº:                       

Retailer:

1. All parts, pieces and components of the product are guaranteed against eventual manufacturing defects, which they may 
eventually present, for a period of 1 (one) year - this being 90 (ninety) days of legal guarantee and 9 (nine) months of 
contractual guarantee -, as from the date of purchase of the product by the Consumer, as shown on the invoice for the pur-
chase of the product, which is an integral part of this Term throughout the entire national territory. This contractual warranty 
includes the free replacement of parts, pieces, and components that present manufacturing defects, including the expenses 
for the labor used in this repair. If no manufacturing defect is found, but defect(s) arising from improper use, the Consumer 
will bear these expenses.

2. The product´s installation should be done according to the Product Manual and/or Installation Guide. If your product requires 
installation and configuration by a qualified technician, look for a competent and specialized professional, considering that 
the costs for these services are not included in the product’s price.

3. Once the defect is confirmed, the Consumer must immediately contact the nearest Authorized Service listed by the manufac-
turer - only these are authorized to examine and repair the defect during the warranty period foreseen herein. If this is not 
done, this warranty will be void, since it will be characterized as a violation of the product.

4. In the event that the Consumer requests home assistance, he or she must go to the nearest Authorized Service to inquire about 
the technical visit fee. If it is necessary to remove the product, the resulting expenses, such as transportation and security costs 
to and from of the product, will be the Consumer´s responsibility.

5. The warranty will totally lose its validity in the occurrence of any of the following hypotheses: a) if the defect is not of 
manufacturing, but caused by the Consumer or by third parties not related to the manufacturer; b) if the damage to the pro-
duct comes from accidents, disasters, nature agents (lightning, flooding, landslides, etc.), humidity, voltage in the electrical 
network (overvoltage caused by accidents or excessive fluctuations in the network), installation/use in disagreement with 
the user’s manual or resulting from the natural wear and tear of the parts and components; c) if the product has suffered 
chemical, electromagnetic, electrical or animal (insects, etc.) influence; d) if the product’s serial number has been tampered 
with or scraped; e) if the device has been breached. 

6. This warranty does not cover data loss, therefore it is recommended, if applicable to the product, that the Consumer make 
a backup copy of the data on the product on a regular basis. 

7. Intelbras is not responsible for the installation of this product, nor for any attempts of fraud and/or sabotage on its products. Keep 
the software updates and applications used up-to-date, if relevant, as well as the network protections required for protection against 
intrusions (hackers). The equipment is guaranteed against vices within its normal conditions of use, and it is important to be aware 
that, because it is an electronic equipment, it is not free of frauds and scams that may interfere with its correct operation.  

8. After its useful lifespan, the product must be delivered to an Intelbras authorized service center or directly disposed of in an 
environmentally appropriate manner, avoiding environmental and health impacts. If you prefer, the battery as well as other 
Intelbras brand electronics without use, can be discarded at any Green Eletron collection point (manager of electro-electronic 
waste with whom we are associated). If you have any questions about the reverse logistics process, please contact us by 
phone (48) 2106-0006 or 0800 704 2767 (Monday to Friday from 8am to 8pm and on Saturdays from 8am to 6pm) or by 
e-mail suporte@intelbras.com.br.
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These being the conditions of this supplemental warranty term, Intelbras S/A reserves the right to alter the general, 
technical and aesthetic characteristics of its products without prior notice.

The manufacturing process for this product is not covered by the requirements of ISO 14001.

All images in this manual are illustrative.

Linux is a registered trademark of Linus Torvalds. UPnP is a registered trademark of UPnP Implementers Corporation. No-IP is a registered 
trademark of Vitalwerks Internet Solutions, LLC. DynDNS is a registered trademark of Dynamic Network Services Inc. Internet Explorer and the 

Internet Explorer logo are registered trademarks of Microsoft Corporation. GOOGLE is a registered trademark of Google Inc. Firefox is a registered 
trademark of Mozilla Foundation. iPhone and iPod Touch are registered trademarks of Apple Inc. Android is a registered trademark of Google, Inc. 
Windows, Windows XP, Windows Vista, Windows 7, MSN, NetMeeting, Windows, DirectX, Direct Sound 3D and Media Player are either registered 

trademarks or trademarks of Microsoft Corporation in the United States or other countries or regions. Apple, Leopard, Macintosh, Mac OS and 
Safari are trademarks of Apple Inc., registered in the U.S. and other countries.
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